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Pilot by Air4 Media Login Monitor

Login Monitor

Track every login attempt across your platform in real time. See who is logging in, when, from
which IP address, and whether they succeeded or failed.

Key Features

e Summary Stats: At-a-glance cards showing total attempts, successful logins, failed logins,
and overall success rate — all for the past 7 days.

e Activity Chart: A visual timeline of login activity. Switch between a 7-day or 30-day view to
spot patterns or unusual spikes.

e Attempts Table: A full, paginated log of every login attempt with date, email, user name,
status, IP address, and failure reason.

e Sortable Columns: Click any column header to sort by date, email, status, IP address, or
failure reason.

e Search: Filter the list by email address, IP address, or user name to quickly locate specific
activity.

How to Use

1. Open Login Monitor from the sidebar.

2. Review the four stat cards at the top for a quick summary of the past 7 days.

3. Check the Recent Login Activity chart to see trends over time. Click 7 Days or 30 Days to
change the period.

4. Scroll down to the Login Attempts table to see the full log.

5. Click any column header to sort the list. Use the search box to filter by email, IP, or name.

6. Look at the Status badge — green means the login succeeded, red means it failed.

7. For failed attempts, the Reason column explains why the login was rejected.

Tips

e A low success rate (below 60%) may indicate a brute-force attack or users having trouble
with their credentials.

e Sort by IP Address to identify a single source generating many failed attempts.
e Use the 30-day chart view to spot recurring patterns at specific times of day or week.

e This page is only visible to platform administrators.
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